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TESTING TIMESERIES RING-COUPLED MAP GENERATED BY ON FPGA

In this paper we investigate four-dimensional chaotic ring-coupled map using FPGA. For implementation on
FPGA was used Q4.28 fixed point arithmetic. Through analysis of balance bits defined which range of bits, that can
use for creation pseudorandom sequences. Proposed and implemented method of generating pseudorandom
sequences based on shift registers and XOR. The obtained sequences passed NIST statistical tests.
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1. Introduction. Currently ring-coupled maps [1, 2] are the greatest interest for construction of
new encryption methods based on deterministic chaos. These discrete multidimensional maps use
simple arithmetic operations as opposed to mathematical models that describe the classic
continuous dynamic systems (Chua circuit, Lorenz system and other). From the point of view of
cryptography these discrete maps are interesting with their statistical properties especially uniform
distribution of generated values. In [3] it is noted that for cryptography priority were used discrete
maps. This is because they are simple to implement and modify on different platforms. In addition,
discrete map is easier to integrate into telecommunications protocols. Continuous systems require
more resources as they are described by differential equations. In one-dimensional systems when
arbitrarily high precision of calculations, will be observed collapse of chaos [4, 5]. Also limitations
of numerical precision for one and two-dimensional systems make the behavior of these systems
very periodic on time. Also, the length of the cycles depends on initial conditions and parameters.

The advantages of multidimensional systems over one or two-dimensional are better statistical
properties (length of period, uniformity of distribution and other). One of these multidimensional
discrete systems is the ring-coupled map proposed in [6]. This map is characterized by a uniform
distribution of generated values in the range [-1; 1]. In perspective it can give good cryptographic
means based on maps these type.

Balance, run and correlation can be identified as three basic properties of any periodic binary
sequences that can be used as a test for randomness [7]. For all nonlinear systems is true,
if the values generated by them have uneven distribution, then the significant bits in
the binary representation of these numbers are unbalanced. So it is undesirable to use these
bits to form pseudo-random sequences. This unbalanced bit goes into balance with decreasing
significance of bits. In literature to solve this problem are usually use the following techniques:

—rejected unbalanced bits [8];
— XOR significant bits of different timeseries and mixed with fraction part [9].

For implementation chaotic systems on different platforms (CPU, FPGA, GPU) it is necessary
to use arithmetic with floating or fixed point. Calculating with fixed-point is easier to implement on
different devices. Therefore, we use fixed-point arithmetic Q4.28. Goal of our work is
implementation on FPGA and testing timeseries generated ring-coupled map for Q4.28 arithmetic.
In section 2 is describes ring-coupled map. FPGA realization of ring-coupled map is presented in
section 3. In section 4 is described method of generation pseudorandom sequences. NIST statistical
tests results are presented in section 5. In section 6 are conclusions and future work.

2. Describe of ring-coupled map. Ring-coupled map describe by [6]:
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In order to trajectory the system uniformly and densely visited all points on p-dimensional torus
T? =[-1,1]” need to use next mechanism of improving randomness [6]:

it x :1—2‘xij"+k(j’xxij+l)<—1 add 2,
, ; (2)
i Xy =1-2 ‘qu”‘ +kV xxU™ >1 substract 2

where ‘xff )‘ denotes the absolute value of x' , and je[l, p].

This mechanism of improving randomness properties is very satisfactory for the PRNG
applications. It is possible to obtain a uniform distribution of the generated timeseries. To obtain

uniform timeseries we used system (2) with p =4 . Histohram of distribution values x, x¥, x®

and x'¥ is shown on Fig. 1.
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Fig. 1. Histohram of distribution values:
a —chanel x; b—chanel x?; ¢—chanel x%; d— chanel x*

b

As can be seen from Fig. 1 the average value of the number of hits in each from 100 subranges

of range [-1, 1] approximately equal to 10x10* for 10000000 iterations.
Phase portrait x", x* and x® for p=4 realization in MATLAB with double precision is

shown on Fig. 2.
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Fig. 2. Phase portrait x", x* and x® for p=4

From Fig. 2 implies that the trajectory of the x, x® and x due to the uniform distribution
visits evenly all points of phase space. This is an advantage compared to other discrete and
continuous systems that are uneven distribution and their attractor centered in one part of phase

space.
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3. FPGA realization ring-coupled map. For FPGA implementation we used Altera Cyclone
IV EP4CEI15. Simulink model, that calculates x!”, shown on Fig. 3. Block of conditional

operators (2) we implemented based on 2 comparators. Comparator 1 responsible for x,, >1. If
x,,, >1 then the control signal is sent to the Subsystem 1 which subtracts 2 from the signal value.

The Comparator 2 is responsible for x , <—1. Then the control signal is fed to the subsystem and

n+l

to value of signal x ,, added 2. If the signal enters the range [0, 1] then control signals on

comparators are 0. The two control signals are fed to the input of two inverters. Next logical
operation is performed between the output signals of invertors and formed a control signal for the
Subsystem 3. This subsystem transmits a signal intact.
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Fig. 3. Simulink block diagram realizing x'

n+l

Switch is used to select the signal which satisfies one of the conditions (2). The switch is
controlled by output signal of comparators multiplied by constant D. In our case D =1, 2, 3. The
level of output signal, which controls the switch corresponds to one of three conditions (2) for
signal x!",.

PLL is set to a frequency of 1 MHz. For our realization 4-D ring-coupled map with Q4.28
arithmetic 1412 logic gates are required.

As we use Q4.28 fixed-point arithmetic in order to identify the bits which satisfy the criteria of
balance we generate 4 matrixes. Size of these matrix is (32xN), which consists of the elements /, , .

Ly hy ooy,
12] . 122 1232

’ ; 4)
lK,] . lK,2 lK,32

where a €[l, K] - iteration number sequences of iterations ) x@, x® and x?, be[1,32] -

serial number of level in 32 — bit represented by  x", x*, x® and x¥. For each column we

computed number of symbols “0” — N, and “1”— N,, N, + N, = N, results are shown in Fig. 4.

3

From Fig. 4 can be seen that the bits at range 1 to 29 are balanced. Bits of the 30 to 32 range are
unbalanced due to a factor of 2|xn+l
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Fig. 4. The bits balance of timeseries generated (2).

Therefore, we will use the bit values of range 5 to 28 for forming the pseudorandom sequences.

Phase portrait x*, x* for p=4 ofrealization on FPGA with Q4.28 fixed-point arithmetic shown
on Fig. 5.
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Fig. 5. Phase portrait of x' and x* for p=4 implemented on FPGA.

From Fig. 5 implies that the trajectory x"
p-dimensional torus.

4. Proposed PRNG. The basis of PRNG construction we used PRNG proposed

in [2]. However, we introduce some differences. The block scheme of the proposed PRNG is
shown on Fig. 6.
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Fig. 6. Proposed construction of PRNG.
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In our case M =24 bits. It can be concluded that to build cryptographically safely PRNG
should reject the first certain number of least significant bits. In block String M from Fig. 6., we
took the 16 bits from each of the chaotic sequences of iterations within a range of 5 to 28 bits. As a
result, we received 96 bits from all timeseries after one time iteration. In block XOR bitwise XOR

operation carried out between 2 blocks of x", x'¥, x® and x'¥ and received two sequences of 24
bits. Selecting blocks performed random and is one of the subkeys. At the output of the PRNG after
one cycle we have a block size of 48 bits. Shift register and XOR block introduced in order to cover
the current state of the generator. XOR block performs the following operations:

M, XORM
M ., XORM ,,,

From Key block are transmitted the initial conditions, parameters, setting of shift registers and
XOR Block.

5. NIST testing. For statistical testing we used NIST tests suite. This suite consists from 15
tests. If sequences pass all tests, then they are marked as cryptographically safe [10]. Tabl. 1
presents the NIST statistical tests results for binary pseudo-random sequences generated by the
chaotic system (2).

The NIST tests are performed on a binary sequence of length 102 bits which was divided on
1,000 subsequences (with 1 million strings). The parameters and initial condition for testing PRNG
is next: x{"=0.292, x{=-090258, «x{¥=0.0258, x¥=0.990258, k", k=1 and
K,k =—1. In this case, the shift bits equal to 0 for all M . As we can see from Tab. 1.
sequences generated 4-D ring-coupled map pass NIST tests.

NIST STATISTICAL TESTS RESULT Tabl. 1
Test P - value | Proportion | Status
Frequency (Monobit) Test 0.958485 0.989 Pass
Frequency Test within a Block 0.377007 0.993 Pass
Runs Test 0.281232 0.986 Pass
Test for the Longest Run of Ones in a Block | 0.049984 0.993 Pass
Binary Matrix Rank Test 0.231956 0.993 Pass
Discrete Fourier Transform (Spectral) Test 0.137282 0.983 Pass
Non-overlapping Template Matching Test 0.737915 0.990 Pass
Overlapping Template Matching Test 0.353733 0.993 Pass
Maurer’s “Universal Statistical” Test 0.450297 0.992 Pass
Linear Complexity Test 0.353733 0.983 Pass
Serial Test 0.056069 0.992 Pass
Approximate Entropy Test 0.132640 0.988 Pass
Cumulative Sums (Cusum) Test 0.672470 0.989 Pass
Random Excursions Test 0.701024 0.990 Pass
Random Excursions Variant Test 0.947142 0.992 Pass

6. Conclusion and future work. In this paper, we investigated four-dimensional chaotic ring-
coupled map implemented by FPGA Cyclone IV EP4CE115. Range of bits which need to use for
build cryptographically secure PRNG are identified. Shown for Q4.28 fixed-point arithmetic that

the trajectory x, x®, x® and x™ uniformly and densely visited all points on 4-dimensional
torus. Proposed and implemented a FPGA method of generating pseudorandom sequences. For
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improving the safety of the method of generating pseudorandom sequences proposed to use a shift
register and block XOR. The obtained sequences passed statistical tests NIST.

Future work will consist of integration of the proposed PRNG in modern communication
protocols.
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