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OVERVIEW OF TELECOMMUNICATIONS NETWORK DATA COLLECTION
METHODS BY PROBE

Annotation: In this article overview was provided on two systems for traffic collection in real
time. These systems are Gigamon fabric solution and Huawei NetProbe. Gigamon fabric solution
performs information collection/filtering/enrichment. Following solution supports SS7, IP, 3G, LTE.
Information from network elements can be collected by network TAPs (splitters) or traffic port
mirroring. Data processing stages with description of each function and used devices description
were provided. Huawei NetProbe is used for decoding and creation of call detailed records (CDRs),
storing raw signaling data and real time session tracing. This system can recognize more than 1300
protocols and applications by self-developed by Huawei Service Awareness Engine. NetProbe
supports traffic collection from NGN, GSM (CS and PS), UMTS (CS and PS), LTE, IMS. DPI (Deep
protocol inspection) base, used by Probe to recognize data, is released periodically to support latest
protocols. In case if protocol is missing in DPI, it can be configured. System workflow was described.
Detailed overview was provided on secondary devices used by both systems and risks were described
during usage on telecommunications network. Example of network was provided and analyzed
changes that should be done for reviewed data collection method, depending on network elements
change, update or new site deployment. Following conclusions were made: Real time data collection
provides a lot of pros, but also requires careful investigation before implementation of one or another
method. Port mirroring can duplicate information without additional hardware installation, but can
have significant impact on network element performance. TAPs can duplicate traffic with cost of
signal power on both ends. Active TAP doesn’t have such issue, but power outage on such device can
cause service loss; Every network change like hardware update, vendor change or new site
deployment should be done with thought that data collection should be also updated. Nether less,
device configuration should be changed in order to clean duplicates in messages. It increases cost
and time for operation and maintenance; Data collection by Probe can be excessive due to
realization, required processing resources and amount of collected information, which most probably
will never be used. In such case, if only one customer from company requires it, it is better to look
for cheaper and easy to use sources of data.
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OI'JIsSII METO/IB 350PY JIAHUX HA MEPEXKI TEJTEKOMYHIKAIIIN 3A
JAOIIOMOI'OIO MEPEKEBOTI'O 30HAY

Anomauia: B yiu cmami 6y10 HageOeHO onuc 080X cucmem 0 360py ingopmayii y pexcumi
peanvrozo uacy, a came Gigamon fabric solution ma Huawei NetProbe.Gigamon fabric solution
BUKOHYE pyHKYiI0 300pYy, (inempyeanis, donoenenns ingopmayii. Jana cucmema niompumye SS7,
IP, 3G, LTE. Ingpopmayin 3 mepedicesux enemenmis 30upacmuvcs 3a OONOMO2OI0 MePedcesux
gioeanyxcysadis (cniimepis) abo 6i00sepxantosants mpagixy 3 nopmy. Haseoeno ocnosni emanu
00pobKU  Oanux 3 onucom KodicHOi Gyuryii ma oonomixcni npucmpoi. Huawei NetProbe
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BUKOPUCMOBYEMbCA  O0JIsl 0eKOOYBAHHS, CMBOPEHHs 3ANUCI@ CeHCY 38 53Ky ma 30epedceHHs
Heobpobnenoi cuenanizayii. Cucmema niompumye 00po6ky ingopmayii 3 mepesc NGN, GSM
(kananvnoi ma naxemnoi komymayii), UMTS (kananvroi ma naxemnoi komymayii), LTE, IMS. 3a
oonomoeoro DPI, wo nocmiiino onosnoemvcss ma xongicypyemuocs, cucmema niompumae Oinvbuie
nioe 1300 npomoxkonie ma 0036oas€e 0ooamu ceoi. bys nasedenutl npunyun pobomu cucmema. bynu
0emanvbHo pO32NAHYMI  OONOMINCHI Npucmpoi 000X cucmem ma HABEOEHO pUUKU Npu ix
BUKOPUCMAHHI HA Mepedici meneKomyHikayil. byno npoananizoeano ma HaedeHo NPuKIa0 mepesici
015 AKOI Oani memoou 360py iHopmayii nHompibHO Kope2ysamu 8 3aNeHCHOCMI 810 3MIHU eleMeHMIs,
OHOG/IeHHI0 aO0 po3wupeHHio camoi mepedci. byau 3pobneni nacmynHi 8UcHosKu: 30ip OaHux 3
Mepedxci Yy pedcumi peanbHo20 uacy Haoae bazamo nepeeaz, aie makodic nompedye pemenbHOi
ni02omosKu neped HACMYNHOI IHMe2payicio 00HO20 YU IHUWL020 Memooy. 3epKanto8aHHs mpagiky 3
nopmie mModice KOnirosamu OAHi 3 Mepedci, aie Modce Mamu 3HAYHUL 8NIAUE HA NPOOYVKMUBHICD
Mepedicegux enemenmis. Mepedicesi 6ideanyaicysaui moxcyms 0yonoeamu mpa@ix 3a paxyHox
3MEHUWIeHH s PIBHA CUCHANY HA 000X KiHYAx. AkmueHi mepedicesi 8i02anyixicyeadi He MarOmos maxKoi
eracmusocmi, ane 0Jisi C80€i pobomu nompedyioms 0xcepeo elekmpoenepeii 01s ix pobomu, ane y
8UNAOKY nepeboi8 3 JHCUBNEHHAM MOJNCYMb CHPUYUHUMU NpodieMu )y poOOmi Mepedceso2o
oonaonanns;, Ilpu KodCHitl 3MIHI HA Mepedci K OHOBNIEHHs anapamuo2o 3abe3neyeHHs, 3aMiHd
BUPOOHUKA Mepedce8020 00IA0OHANHHA ab0 CMBOPEHHS HOBOI NAOWAOKU 0151 00IAOHAHHS NOMPIOHO
mamu Ha yeasi, wo 30ip mpagiky mesic nogurner 6ymu onosienuil. Tum nave, Kongicypayis nosunHa
Oymu 3minena, wob sudanumu oyniikayito y oanux. Lle 36invuiye wac ma eapmicms cynpogooy ma
OHOGNIeHHs, 30ip Oanux 3a O00ONOMO20I0 MepedHce8020 30HOY Modce Oymu HAOMIPHUM 3A80SKU
peanizayii, 8e1UKO20 GUKOPUCIAHHA pecypcie ma oocaey iHghopmayii, uwjo ckopiwl 3a 8ce HIKOIU He
byde gukopucmana. Y maxomy sunaoxy, AKuWo 00UH 3aMOBHUK NOMPeOYE 8 KOMNAHIL maxutl Memaoo,
Mo Kpawje noutykamu oeutesuiutl ma npocmiuie y peanizayii oxicepeno ingpopmayii.

Knwuoei cnosa: GTP, mepesca 3 kananvhoio komymayicio Kanauis, mepexca 3 NaKkemuor
komymayiero, inghopmayitini mexnonoeii, VNF, LTE, IMS, SS7, VoIP, IP, Beauxi oaHi.

1. Introduction

Data, type of data, it’s structure, amount of it always matters during analysis. Information can
be collected for one research purpose and later on reused for another if it's purpose changed. In Big
data term sometimes companies collect all types of data no matter if it is useful or not and if it could
be used in future.

For carrier network one of the most desired way to collect and analyze data from elements is
network Probe. This method allows to check quality of provided services and apps that mostly used
by users. Probe provides real time information collection, it's enrichment and divide it in smaller
parts and delete duplicates. But like any other data collection it has pros and cons.

2. Analysis of Probe capabilities and collection devices

In this section two probing systems will be reviewed - Gigamon fabric solution and Huawei
NetProbe. Gigamon solution can be used as standalone system integrated with other third-party
analytics software, while NetProbe can be integrated with Huawei analytics systems.

Gigamon fabric solution (Figure 1) features real-time data collection by network taps installed
between VNF equipment like servers, leaf and “spine” switches, routers [1]. This probing solution
can also collect data by port mirroring.

Gigamon fabric is controlled by GigaVUE Fabric Management (FM). Following management
software provides a centralized management platform for GigaVUE nodes and clusters, Traffic
Filtering, reporting dashboard for the whole fabric, Application Intelligence to monitor and identify
application usage for filtering [7].
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Traffic Filtering is a core intelligence consisting of Flow Mapping for flow extraction policies
definition, GigaStream load balancing for distribution of traffic across tools, Terabit-scale
configurations, Inline Bypass features for threat prevention tools and enforcement points, visibility
across different infrastructure types (physical, virtual, cloud) [8]. Flow Mapping is a feature located
in GigaVUE nodes, that support line-rate traffic at 1Gb, 10Gb, 40Gb, or 100Gb from physical or
virtual SPAN/port mirroring, network TAP. Following feature processes data from a set of user-
defined mapping rules to other tools and applications. Flow Mapping can filter traffic based on Layer
2-4 parameters like IP address, application port number, VLAN ID, MAC, etc. It also allows user to
define custom rules and apply them to specialized application, tunneled traffic, high layer protocols.
Flow Mapping can be used with GigaSMART for additional actions like packet modification, load
balancing, flow masking de-duplication, packet slicing to reduce size of information for processing
and storing, header operations like stripping and addition, de-tunneling of ERSPAN, IP, GRE,
L2GRE, GMIP, VXLAN to provide data, that analysis tools couldn’t handle before [9]. Following
GigaSMART operation features belong to Traffic Intelligence [10].

GigaSMART provide other operations on solutions like Subscriber Intelligence and
Application Intelligence [11].
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Figure 1 Gigamon fabric scheme

Visibility Fabric

GigaSMART Subscriber Intelligence application provides correlation of GTP, SIP/RTP,
Diameter S6a and FlowVUE to perform different operations on GPRS Tunneling Protocol (GTP)
[11,12]. This subset of features correlates and filters data based on subscriber 1Ds (IMSI, IMEI, and
MSISDN), GTP version or EPC interface, GTP-c (control plane) with GTP-u (user plane) traffic,
relationship between subscriber ID and tunnel ID [13]. Subscriber Intelligence allows flow sampling
and mapping with GTP whitelisting to send selected data to multiple destinations [14]. FlowVUE
supports forwarding of filtered sourced based on subscriber device IPs, subscriber IPs, IP ranges
or/and at specified sampling rates with configurable timeouts for detection and replacement of
inactive devices, sampling of IP-based flows and traffic encapsulated in GTP-u tunnels [12].

GigaSMART Application Intelligence identifies applications in network traffic, isolates flow
for specific application to redirect it to analysis tool, exports application metadata to perform actions
on its attributes for analysis like relevant usage context, that enable indicators of compromise for
forensics and security. It reports total application and bandwidth consumption over a selected period
of time in bytes, packets and flows, enables application layer filtering to check high-volume or low-
risk traffic [15].

Gigamon fabric solution supports SS7, IP, 3G, LTE, which allows next services processing:

—Mobile Calls—ISUP, TD.35, MAP, SMS, BSSAP, GTP, Diameter, xCDR, etc

—Fixed Calls —ISUP, Diameter, XCDR, etc

—VolP/VVoLTE Calls—SIP, H.323, Diameter, XCDR, etc
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Huawei NetProbe is a part of Huawei SmartCare and GENEX Discovery solutions. NetProbe
is used for decoding and creation of call detailed records (CDRs), storing raw signaling data and real
time session tracing. This system can recognize more than 1300 protocols and applications by Service
Awareness Engine self-developed by Huawei. Probe supports traffic collection from NGN, GSM (CS
and PS), UMTS (CS and PS), LTE, IMS. DPI (Deep protocol inspection) base is used by Probe to
recognize data and it is released periodically to support latest protocols. In case if protocol is missing
in DPI, it can be configured [3].

Table 1
Example of services/protocols supported by NetProbe
Service name Example of services/protocols supported by NetProbe
Basic service WAPL1.X/2.0, HTTP/ HTTPS, Facebook, Twitter, Radius, Gaming, Win_Update, etc
Email SMTP (SSL), POP3 (SSL), IMAP4 (SSL), Webmail, MS_Exchange, LotusNotes, Blackberry,
etc
P2pP eDonkey, Bittorrent, FlashGet, Thunder, HotLine, GNUTELLA, DirectConnect, etc
VolP Skype Out/In, SIP, Diameter, H323, MGCP, Net2Phone, GoogleTalk, Shutter, UUCall, etc
Streaming RTP/RTSP, RealPlayer, MS Media, Flash _Yahoo, PPLIve, YouTube, AOL Video, etc
IM MSN, GoogleTalk, YahooMsg, Skype IM, ICQ, Viber, Whatsapp, etc
For PS network Probe works in next way (Figure 2):
1. At first stage, system identifies L3/L4 protocols from data stream with help of Flow
Table Match. After that Probe performs L3/L4 Parse.
2. At second stage, NetProbe performs L7/L7 Protocol Identification of information
identified at previous stage. At next step system performs parse of L7/L7 protocols and application.
3. At third stage, Probe sends parsed data mediation servers (MES) and pre-processing

servers (DPS) of SEQ Analyst or GENEX Discovery.

L7/L7+ Protocol - l L7/L7+ Apps
Identification Parse

- E

—
L3/L4 Protocol

Identification L3/L4 Parse

NetProbe
]

Flow Table

Network B Match

Figure 2 — Probe PS network data processing flow

NetProbe uses splitters or network TAPs for information collection as Gigamon fabric solution.
System supports line-traffic at 1Gb, 10Gb, 40Gb or 100Gb (figure 3).
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Figure 3 Huawei NetProbe data collection methods
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NetProbe network TAPs and splitters are installed between network elements of mobile
network (figure 4). As shown in figure 3 these devices are connected to Probe by network switches
(LSW). Looks like those following switches are performing network data filtering functions to
eliminate duplication, because NetProbe don’t have such functions.

Remate Site : s NI-EENEE  Row signaling data storage and perform the real-ime tracing tack
Deploy Net : \ Signaling decoding and generate the detail record for per call and per session ;

B e B O e -7 - -
NE Site 20—
Deploy Signaling CAP
collection <
equipment

P GSM

Figure 4 - Example of devices installation for network data collection

3. Purpose of the study

The purpose of following study is to define possible pros and cons for real time data
collection and required scope of predefined tasks, that should be performed.

To achieve defined purpose next tasks resolved:

1. Analyze network collection device (TAP and splitter) works approach, what should be
checked before implementation.

2. Investigate SPAN/mirror port, it’s purpose and possible impact on device utilization
during usage.

3. Check in VNF scenario with multiple network entities deployed on different sites what
is missing in proposed deployment and check possible impact with suggestions how to eliminate it.

4. Network collection device and mirroring methods review

As can be noticed, for information collection both solutions use traffic mirroring from device
ports or network TAP (Test Access Point) also known as splitter.

Splitter is connected directly to the cabling infrastructure in order to split or copy packets.
Captured packets are used in analysis, security or general network management [4]. Figure 5 show
device working principal.
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Figure 5 Passive TAP working approach

In first pair of ports installed optical cable RX/TX (receive/transfer) from Switch X and in
second pair of ports connected RX/TX Switch Y. Third pair of ports is splitted TX from both devices.
Such data collection becomes available due to physical divert from portion of light from its original
source, so before device installation, it is recommended to calculate signal power loss.

In table 2 maximum signal level loss are provided for network and monitoring ports, based on
split ration.

Table 2

Example of services/protocols supported by NetProbe

Multimode Passive TAPS

Split ratio 50/50 60/40 70/30
Max network loss 3.9dB 3.15dB 2.2dB
Max monitor loss 3.9dB 5.15dB 6.2dB
Singlemode Passive TAPs

Split ratio 50/50 60/40 70/30
Max network loss 3.7dB 3.05dB 2.0dB
Max monitor loss 3.7dB 4.95dB 6.1dB

There are 2 type of TAP devices — active and passive. The main difference between active and
passive device is that active device can regenerate signal power and requires power source for it’s
work. It is making such type less reliable compared to passive TAP.

SPAN/mirror port — it is a function, that duplicates from one switch port to another (figure 6).

Monitoring
server

=

L= #—,/-F”_

— — —P  Original traffic

— .. —m Mirrored traffic
GE0/0/1 Mirrored port
GE0/0/2  Local observing port

Figure 6 port mirroring scheme
Usually following functionality is used to determine point of failure and troubleshooting. After
issue was located, device manufactures recommend to disable it. During long time usage device

i
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resource utilization can drastically increase and can cause impact on other services configured and
provided by device. In other words, before configuration available resources should be checked for
long term usage [5,6].

5. Possible impact on VNF network with multiple sites

Except reviewed impacts on telecommunication network during implementation of one or
another real time collection methods, in reviewed schemes of both solutions all network elements
are located within one site. Usually, carriers balance network workload of provided services and
perform reservation and disaster recovery between several sites with help of virtualized network
functions (VNF). In case, when LTE core network, located for instance in city A, fails to provide
service for some reason it’s workload and services should be maintained by LTE (or VEPC — virtual
Evolved Packet Core) core network located in city B (figure 7).
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Figure 7 Example of VNF LTE network

In following scenario some points can be discovered:

—Additional network TAPs should be installed in city B, in order to cover services provided by
network elements locate there. In case of hardware update, installation of new nodes or even
replacement one core network vendor for another, new splitters also should be installed, reconnected
or change to mirroring depending of capabilities and specification of new NE;

—Despite new additional collection points, data duplication could appear. For instance, in figure
7 SGW, located in city A, attached to subscriber, but PGW, that provides service to him, could be
located in city B. In such case additional measures should be added to prevent duplicate message
collection which can 33% of all received records;

—Probe should be installed in city A and city B. If only one network Probe will be collecting
data from both cities, it will increase workload on transport network in 2 or even more times,
depending on Probe location and how much traffic is served by both sites. Probe license also should
be updated, because number of traffic, that Core Network can process increases for 50%;

For calculation of maintenance cost, Total Cost of Operation formula is used [7]:

COStoperation = R(Mtotal * Savg + ITdep + O-I)
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where R — number of racks with equipment, M, — NUmMber of IT support personnel, S, 4-
average salary of specialist, 1T, —hardware depreciation costs, g; — software and licensing costs.

1

Miotar = 7
Ng

where Nz — number of full racks assigned to one specialist.

P, rprice
[Tyep = =
G fe

where Py, yice — overall hardware purchase cost, Ty ¢, — lifetime of rack with equipment.

_ Pltotal
0o, = R

where Py;o¢q; — total software and license cost.
In order to include discovered Probe data collection in VNF scenario, formula was modified:

R
COStoperation = Z(Mtotal * Savg + [Tgepi + 0y + Oy + ITspli)
i=1

where R - number of VEPC racks with equipment, M;,:4; - number of support personnel with Probe
support specialist, o,,,; —software licensing cost based on number of network traffic, ITs,,;; — splitter
expenses usage.

For Probe support except of IT support personnel, specialist is required, that have knowledge
and experience of Core Network, data communication and network probes. In other words, 3 more
specialists are required.

1 3
Miotar = —+
total
Ngr Nproject

where Ny, jece — NUMber of systems assigned to one specialist.

- _ Pswtotal
swl —
Tmonlife

where Py, ¢0¢q1 — Probe license expense, T onife - lifetime of rack with VEPC equipment.

_ Nmonp * Psprice
[Tg, =

Nsplp * Tmonlife
where Np,onp, — NUMber of physical ports for monitoring, N
splitter device, Pgy,,ic. — price of one splitter device.

pip — NUMber of monitoring ports on

6. Conclusions

1) Real time data collection provides a lot of pros, but also requires careful investigation
before implementation of one or another method. Port mirroring can duplicate information without
additional hardware installation, but can have significant impact on network element performance.
TAPs can duplicate traffic with cost of signal power on both ends. Active TAP doesn’t have such
issue, but power outage on such device can cause service 10ss;
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2) Every network change like hardware update, vendor change or new site deployment
should be done with thought that data collection should be also updated. Nether less, device
configuration should be changed in order to clean duplicates in messages. It increases cost and time
for operation and maintenance;

3) Data collection by Probe can be excessive due to realization, required processing
resources and amount of collected information, which most probably will never be used. In such case,
if only one customer from company requires it, it is better to look for cheaper and easy to use sources
of data;
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